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	Worksheet 7
Security practices

	 FORMCHECKBOX 

	We keep records in paper files

	
	 FORMCHECKBOX 

	Locked file cabinets and desk drawers protect information in paper files.

	
	 FORMCHECKBOX 

	Keys are only provided to staff who need access to the files to perform their work.

	
	 FORMCHECKBOX 

	Paper files are cross-cut shredded (or otherwise destroyed) before being disposed of.
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	 FORMCHECKBOX 

	We keep records in electronic form

	
	 FORMCHECKBOX 

	Computers are password-protected.

	
	 FORMCHECKBOX 

	Staff must log in to access personal information.

	
	 FORMCHECKBOX 

	Personal information is accessible only to those who need it.

	
	 FORMCHECKBOX 

	Computers are physically secured (e.g. secured to a desk by a cable lock) and doors are locked.

	
	 FORMCHECKBOX 

	Firewalls and anti-virus software are kept up-to-date, to protect against invasive malware.

	
	 FORMCHECKBOX 

	Networks have adequate encryption according to current encryption standards (this will protect personal information, along with any other confidential information of your organization).

	 FORMCHECKBOX 

	We send or receive personal information via fax or email

	
	 FORMCHECKBOX 

	Cover sheets are used to instruct a recipient to contact the organization if a fax is received in error. 

	
	 FORMCHECKBOX 

	Frequently used numbers are programmed into the fax machine to avoid dialling errors.

	
	 FORMCHECKBOX 

	We call in advance of sending a fax containing sensitive information to ensure the intended recipient knows it is coming, and then to confirm the fax was received.

	
	 FORMCHECKBOX 

	We only use secure email to send or receive personal information, especially when the information is sensitive.



	 FORMCHECKBOX 

	We store personal information on portable media devices (e.g. laptops or flash drives)

	
	 FORMCHECKBOX 

	Personal information is stored on portable devices like laptops, flash drives and CDs or DVDs only when necessary; only as much personal information is stored as is necessary for the task.

	
	 FORMCHECKBOX 

	Portable media devices are password-protected and encrypted according to current encryption standards.

	
	 FORMCHECKBOX 

	Portable media devices are not left unattended and are securely locked away when not in use.

	 FORMCHECKBOX 

	Our volunteers/employees sometimes take files containing personal information home to work on

	
	 FORMCHECKBOX 

	Our policy is to only take home records if necessary and with approval.

	
	 FORMCHECKBOX 

	Staff must make sure the records are kept locked up and are not accessible to other household members.

	 FORMCHECKBOX 

	Our staff members are aware of their obligation to protect privacy

	
	 FORMCHECKBOX 

	Our board members, employees and volunteers receive information about their obligation to protect personal information.

	
	 FORMCHECKBOX 

	Our board members, employees and volunteers know who our privacy contact is.

	 FORMCHECKBOX 

	We accept credit or debit cards for payment

	
	 FORMCHECKBOX 

	Point of sale machines truncate, or black out, part of the credit or debit card numbers on the receipt.

	
	 FORMCHECKBOX 

	Our copies of credit and debit card receipts are shredded (or otherwise destroyed) when they are no longer needed.

	 FORMCHECKBOX 

	We post membership, team lists, team schedules, etc. on our website

	
	 FORMCHECKBOX 

	Consent is obtained to post names, photographs, and other personal information on our website.
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	Safeguarding tips to implement

	 FORMCHECKBOX 

	

	 FORMCHECKBOX 

	

	 FORMCHECKBOX 

	


The Edmonton Police Service found thousands of credit and debit card receipts from one retail store in the possession of known criminals. The store had failed to shred or otherwise destroy the receipts before throwing them into the back-alley dumpster. Since the store’s point of sale equipment did not truncate – or black out – some of the credit and debit card numbers, the thieves were able to use some of the information to commit fraud (IPC Investigation Report 2006-IR-003).





One option is to set up a separate password-protected web page for each team, with only coaches and team members having the password.
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